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ABSTRACT

Healthcare organizations are fast becoming a prime target of cyberattacks, that threat the sanctity and accessibility to patient
data, medical histories, personal details as well financial information. The impact of cyberattacks in healthcare are wide-ranging
from ransomware attacks, phishing attack and data breaches. These attacks lead to severe disruption not only to organizations but to
patients and stakeholders such as data losses, financial costs, operational disruption, reputational damage. Furthermore, healthcare
organizations face the extra challenge of complying with strict regulatory requirements. Healthcare organizations are particularly
prone to cyberattacks due to the sensitive nature of data, often outdated IT systems which can attract cybercriminals seeking financial
gain or exploit personal information. To prevent cyberattacks, organizations require a multifaceted approach, updating and patching
outdated systems to eliminate vulnerabilities. Using data encryption, intrusion detection systems to help protect sensitive data, Regular
audit and penetration testing, zero trust architecture (ZTA), employee training and awareness, advanced threat and detection, ensures
that the organization can quickly address and mitigate the impact of a cyber incident. Adopting proactive measures and organizing
regular audits can help identifying and addressing possible weakness in system and thus healthcare organizations can protect their
data and ensure the integrity and trust of their patients.
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INTRODUCTION

The prevalence and adaption of digital infrastructure
in the last few decades gave rise to numerous advanced
innovations to the current technology-friendly society.
Several cutting-edge inventions with the application of
digitalization provided strong and supportive environment
for information technology in daily life of human beings.'
These advancements resulted in the greater improvements
in education, communication, workforce productivity,
community welfare, industrialization, environmental
protection, banking, biomedical research and healthcare.?

With all the benefits from these technological advancements,
there are few inseparable vulnerabilities which follows
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digitalization due to generation and exchange of tremendous
amount of data from the regular functionality®. Organizations
have their growth and productivity data available to be
accessed to public, but some data are not meant to be
freely available and required to be protected from getting
into hands of bad actors. *° Technological transformation
of healthcare, enhanced efficiency and patient care which
accompanied by several vulnerabilities that cybercriminals
can exploit 3.

Healthcare is one of the prime targets of these
cybercriminals as it is a critical part of societal infrastructure
involving tremendous amount of sensitive healthcare and
financial data involving patients and payment system ©7.
As per the recent report, cyberattacks against American
healthcare system rose 177% in 2023 These incidents
negatively affect patient care, healthcare emergency services
and financial services involved. These cybercriminals
usually ask for huge amount of money in exchange of

returning stolen data or service halted by their cyber-attack.
8,9
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The data breach can impact beyond the patient’s privacy and
can affect patients’ safety by altering the shared networks
and devices connected to it. Any cybersecurity flaw in the
connected device can cause serious harm to the patients
taking services from that device %78, The cyber breaches
cause elevated financial burden for the industry, which
already involves low monetary profits and high expenditures
compared to other industries. At present, risk and cost of data
breach or loss is much higher for healthcare organization
compared to organizations in other sectors.!®!!

It is estimated that data breaches will cost $10.5 trillion
annually by 2025 compared to $3 trillion in 2015."
This review will delve into the recent healthcare related
cyberattacks, challenges faced by the healthcare sector,
and discuss the necessary and robust preventive security
measures against the future cyber incidents.

Healthcare

An ever-vulnerable target of cybercriminals? Till
last decade, people believed that there are negligible chances
of any attack on healthcare system and patient data which
led to the loose protective measures to save the system
and related data. There was no concept of cybersecurity
till 2014, when Boston Children’s Hospital was attacked
by anonymous entity with distributed denial-of-service
(DDoS) attacks. *1* In later years, 2015 and 2016, there
were few more similar notable healthcare organizations
targeted cyber-attacks done by threat actors.

This led to their unrestricted access to protected
health information (PHI) in exchange with the ransom
demands.'>'* Nowadays, healthcare targeted attacks occur
more frequently than before and must be tackled with
efficient preparedness in cyber threat landscape Table
1.7 There are several factors involved in the complex
architecture and vulnerabilities in healthcare cybersecurity.
Some of them are:

Hardware vulnerabilities in medical devices can
become as major shortcoming of cybersecurity system and
attackers can exploit these vulnerabilities. To counter these
vulnerabilities, advanced and dependable Cyber Physical
System (CPS) is required to prevent the shared hardware of
the organization,?. Studies have suggested regular update
of device access passwords, updated firewalls and limiting
access to unsecured networks. 223

Impact of healthcare cyberattacks

Healthcare cyberattacks have wide-ranging
consequences, which has severe impact on patient care, data
security, financial stability, and overall healthcare facilities.
These incidents put more risks to the people involved with
the targeted organization causing crucial harm. Here is a
detailed analysis of these impacts.

Patient Safety Risks

Patient safety is threatened by cyberattacks on
healthcare system. Loosing access to medical health
records, medical device and all other critical operators
which can lead to serious effects on patient health and
lives. This causes delayed medical care to the patients in
need of emergency care and continuous medical assistance
through the respective hospital system for survival. In recent
cyberattack to the accension hospital system, clinicians had
to revert to paper-based patient care raising the events of
delayed medical services to the needy. 37

Data Breaches

Data breaches in healthcare organizations are
widely observed because they contain enormous amount of
personal sensitive information of patients, including their
health record, medical histories, financial information. The
PHI are most likely to be breached and used for identity
theft, privacy violations, and many more ®®. This type of
cyberattacks creates following issues:

Financial burden

Cyberattacks in healthcare organizations causes
huge impact in financial cost. Financial breach can cause
disclosure of financial information resulting in ransomware
attacks, Phishing scams, which further impacts financial cost
including remediation costs, legal and regulatory penalties,
investigation costs, Ransomware payments. Financial data
breach in healthcare organization can be severe effecting
organizations, patients, employees, stakeholders.3**

Operational Disruption

Cyberattacks can cause significant operational
disruptions resulting in device malfunctions, patient
appointment cancellation and delays, system outages, delays
in diagnosis and treatment. Failure to maintain robust data
integrity and security or patient data breaches can lead to
fines and legal consequences “?. Scripps health Cyberattack
caused shutdown of electronics system for weeks, resulting
in compromised patient care. This caused long term
detrimental effect on overall healthcare of the organization

affecting larger population receiving the medical services.
(31,32)

Reputational Damage

Impacts of healthcare cyberattacks can be severe
in terms of reputational damage because of the broken trust
of the patient, leading to loss of patient trust in healthcare
providers. Confidentiality concerns, facing rejection to
collaborate with third party organization, media coverage,
fear of misusing of data G'-#142, Attacks and breaches which
faces media backlashes resulting in negative comments,
damaging the organization’s reputation “». For example,
Anthem Inc. Healthcare attack in 2015, caused major set-

back to the organization's reputation and patient confidence.
@)
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Table:1 Healthcare cyberattack incidents occurred in recent years.

S.No. Attack Name Location Impact
1 Black Basta United States A major US healthcare network with over 100 hospitals
Ransomware and 50 senior living facilities was hit by a ransomware
Attack 2024 attack. This disrupted electronic health records, phone
systems, and ordering processes for tests, procedures,
and medications, leading to ambulance diversions
and operational disruptions?*.
2 Change Healthcare | United States This attack disrupted the payment processing systems
Cyberattack 2024 critical for handling Medicare, Medicaid, and
commercial health plan claims. It led to delays in
payments and operational difficulties across
many healthcare providers.®.
3 Norton Healthcare | United States Norton Healthcare has suffered a data breach impacting an
Data Breach 2023 It is estimated that around 2.5 million people were
impacted by data breach from Norton Healthcare based in
Kentucky, United States. They reported that,
Cybercriminals got unauthorized access to personal
information of patients and many employees®@®.
4 UK’s National United Kingdom The NHS faced multiple cyberattacks in 2023, one of
Health Service which caused significant disruptions in healthcare services,
(NHS) 2023 including delays in surgeries and appointments.
A specific attack led to the compromise of the data of
thousands of patients®”.
5 Australian Health Australia Personal data of 9.7 million current and former customers
Provider Medibank was stolen, including sensitive health records.
2022 The attackers leaked the data online after a ransom
demand was not met®.
6 AIIMS Ransomware India Hackers targeted systems of one the biggest and famous
Attack 2022 hospital, All India Institute of Medical Sciences (AIIMS)
and allegedly demanded ransome of around Rs 200 crore
in cryptocurrency®”.
7 Morley Companies | United States Ransomware attack on Morley Companies, a third-party
2022 provider of medical services. This caused, exposure
of over 521,000 individual records to cybercriminals 9.
8 Scripps Health United States A ransomware attack caused significant disruptions to the
2021 hospital's IT systems, impacting patient care and forcing the
diversion of critical care patients. Personal data of around
147,000 patients were compromised ©¢!-32
9 Ireland's Health Ireland The HSE was hit by a ransomware attack that caused
Service Executive widespread disruption across its network.
(HSE) 2021 The attack led to the shutdown of IT systems,

affecting patient care and administration across the country.
Personal data and medical records of patients
were also compromised .
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10 Finnish Vastaamo Finland Sensitive patient records were stolen and used for extortion.
Psychotherapy Attackers demanded ransom from both the clinic
Center 2020 and individual patients, threatening to publish their
private therapy session notes online.*
11 French Hospital France AP-HP, which is part of the Assistance Publique—Hopitaux
System AP-HP de Paris, faced a cyberattack that targeted its
2020 administrative systems. The attack disrupted operations
and threatened patient data ¢,
12 University Hospital Germany A ransomware attack led to IT systems being shut down,
Diisseldorf 2020 and a patient seeking emergency treatment was redirected
to another hospital, resulting in delayed care.
The incident raised significant concerns about the impact
of cyberattacks on patient safety®

Figure 1: Graphical representation of preventive
cybersecurity in healthcare.
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Potential solutions to prevent future cyberattacks

There are various types of impact which is
caused by cyberattacks on healthcare organization and it
is important to implement robust cybersecurity measures
to prevent any possible future incidents. Here are some
possible solutions (Figure 1):

Enhanced Cybersecurity Frameworks

Enhanced cybersecurity frameworks play an
essential role for protecting healthcare organizations.
These frameworks should incorporate risk management,
network security measures, incident response, threat
detection and robust endpoint protection.'>*. Frameworks
like NIST Cybersecurity Framework provides a guideline
for managing and reducing cybersecurity risks. By
implementing these frameworks, healthcare organization
can upgrade their cybersecurity prevention methods, give
better protection to organization, and ensure compliance
with regulations “%49),

Penetration Testing and Security Audits

Cyberattacks in healthcare can be avoided by
regularly checking for security audits and penetration testing
ensuring regulatory standards, identifying and mitigating
risks and improving overall efficiency “7. Proactively
involving simulated cyberattacks against organizations
system can be helpful to identify any weakness that could
be exploited by malicious actors and to strengthen system
defenses. Continuous improvement by regular audits,
employee training can protect sensitive patient data and
maintain trust with patients and stakeholders 7.

Employee Training and Awareness Programs

Employee training and awareness programs plays a
crucial role to protect and maintain data security “®. Human
errors can be mitigated by training healthcare workers on
recognizing phishing attempts, secure data practices to
properly handle, store and transmit patient data, password
management, incident response and report, compliance with
regulations, by implementing training programs can help
improving security posture and can significantly reduce the
risk of potential cyber-attacks. % 4648

Advanced Threat Detection and Response Solutions

Advance threat detection and response solutions
are vitally important for healthcare organizations to help
recognize and address to potential threats and vulnerabilities
@) These solutions can be implemented by using tools
like Security Information and Event Management (SIEM),
Endpoint Detection and Response (EDR), Network Traffic
Analysis (NTA) and many more which can help monitor
alerts in real time to detect any suspicious activities and
threats.

Integrating threat intelligence platforms can help
to stay updated on emerging threats (50, 51). By combining
Artificial Intelligence (AI) and Machine Learning (ML)

with these tools can help achieve a robust security posture.
(52, 53)
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Data Encryption and Access Controls

Protecting sensitive data from cyber-attacks is
crucial in healthcare; by implementing encryption not only
it will protect from unauthorized access but remains keeps
the data confidential and secure both at rest and in transit.
.45 Furthermore, using security measures such as access
control can help ensuring data protection, reducing risks of
data breaches and helps meet regulatory requirements 7-22.
They ensure only authorized users have access to sensitive
information. Strategies like Multi Factor Authorization
(MFA), least privilege principle, audit and monitoring can
be used for reducing the risks of internal threats, prevents
unauthorized access. *¥

Regular Software Updates and Patch Management

Regular software updates and patch management
plays significant role ensuring the systems are up to date
maintaining the security, enhancing security by addressing
vulnerabilities, maintaining compliance, and saving costs
associated with security incidents ©*. Risk of human error
and to streamline the deployment process automated patch
management tools can be used. Implementing robust patch
management policies, prioritizing critical patches, training
IT staff on patch management practices can help in reducing
risk of cyberthreats ** 4.

Backup and Disaster Recovery Plans

Backup and disaster recovery plans can help
organization to protection of sensitive data from data loss
or system failure. It protects critical information of patients
from being compromised, ensuring healthcare service
can continue with minimal interruption of any event ©%.
Strategizing data backup and data recovery plans with
regularly testing and software updating can help in reflecting
changes in the IT environment and emerging threats ©°.
Also, using automated backup process and utilizing cloud
services can help in providing consistency, cost-efficiency
and remote access, making them a cornerstone of a strong
cybersecurity strategy in healthcare. 7

Information sharing with effective collaborations

Healthcare organizations are required to maintain
strong collaborations with cybersecurity experts, and
government agencies for efficient protection from potential
cyberthreats from the cybercriminals . All the information
from the recent threats and appropriate best practices
should be shared between the collaborative agencies ©¥.
This will enable the healthcare organization stay prepared
and ahead of cybercriminals strengthening the overall
cyber defense. Information-sharing and analysis centers
(ISACs) and industry consortiums provide the robust and
effective collaborative platform for strong cyber defense
for healthcare organizations ©.

Zero trust architecture
Zero Trust Architecture (ZTA) is a security model
that works on principle “Zero trust”, meaning that no user

Khan et al.,

or device can be trusted. Zero trust assumes that threat
could be exists in outside or outside of the network ©©.
By implementing this approach, the user or devices are
granted least privileges or minimum access necessary for
user to perform tasks which limits potential entry points for
attackers reducing risks of cyberattacks ©®V. Ensuring end
point security, continuous monitoring can help healthcare
organization to improved data protection and operational
efficiency. ZTA offers robust strategies for better or
enhanced security protection. ©% 69,

Incident Response and Management

Incident Response and management are vital
for handling, detecting and responding cybers attacks in
healthcare. Incident management can minimize impact by
reducing potential damage and operational disruption ©2.
By using monitoring tools like SIEM can be helping to
stay informed about emerging threats and by implementing
mitigation strategies threat damage can be minimized
ensuring removal of threats from system ©. Conducting
regular assessments, audits, penetration testing can help
organization to prevent future incidents. “*

Recommendations

Early and unified adaption of cybersecurity in
healthcare organizations is of utmost importance / These
organizations are guardians of sensitive PHI data, innovative
clinical research and financial information. This data is
considered confidential. Implementing robust cybersecurity
measures can safeguard this sensitive data from data
breaches which can ultimately protects from legal outcomes
and financial loss. Strict regulatory standards should be
implemented, and every employee should be trained to
oblige to follow them through necessary certifications and
regular audits.

Security compliances should be obliged to be
updated as per the recent cyberthreat environment which
requires considerable investments at regular intervals
in cybersecurity compliance. Robust and well-informed
cybersecurity environment following the advanced
security measures in the healthcare organization by
increasing regular employee awareness by workshops on
phishing attacks, malicious contents, their implications
and promoting the well-informed responsible approach for
supporting healthcare organizations can prevent the future
operational disruptions in healthcare delivery and possible
financial loss.

CONCLUSION

Cybersecurity in healthcare is critical and must
have component in the organizational framework to
maintain patient trust, prevent data breaches, operational
disruptions, and financial loss. This required utilizing latest
technologies and promoting awareness in the respective
organization. Failure comply with these necessities by

SSN JOURNAL OF MANAGEMENT AND TECHNOLOGY RESEARCH COMMUNICATIONS

Healthcare Cybersecurity: A Mini Review 1 6



Khan et al.,

healthcare organization can lead to serious damage to critical
and essential resources leading to unprecedented harm to
its stakeholders. This can be made possible by regular
security audits, addressing regulatory compliance. Another
crucial measure for effective healthcare cybersecurity is
promoting regular and well-informed awareness on possible
cyberthreats through workshops, seminars and trainings for
beneficiaries and employees which can harness the robust
cybersecurity infrastructure.
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